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OSSEC #5#R AlE 77 % 2 &8 4R B
- &IEARRI "00" &SRR "15" - HH 16 HEKA

- BRIBEIDAAERER @ B REL R EE EERHEFEZTR, R .
Ignored (F] Z K& 1))

No action taken. Used to avoid false positives. These rules are scanned before

15
all the others. They include events with no security relevance.
None (f& L
(#%) 1676 47 771
System low priority notification (RS K NEALIE H1)
System notification or status messages. They have no security relevance.
Successful/Authorized events (% Ih#% HE 1)
They include successful login attempts, firewall allow events, etc. 00
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System low priority error (R KB 55 AR)

Errors related to bad configurations or unused devices/applications.
They have no security relevance and are usually caused by default
installations or software testing.



@ OSSEC-388I4) %

User generated error (F§ P B K fEar & 51)

They include missed passwords, denied actions, etc. By itself they
have no security relevance.

Low relevance attack ({4 B 14 I BER)

They indicate a worm or a virus that have no affect to the system
(like code red for apache servers, etc). They also include
frequently IDS events and frequently errors.

“Bad word” matching ([#s2F4HE)

They include words like “bad”, “error”, etc. These events are
most of the time unclassified and may have some security
relevance.

First time seen (R H R BHRKI1TA)

Include first time seen events. First time an IDS event is fired or
the first time an user logged in. If you just started using OSSEC
HIDS these messages will probably be frequently. After a while
they should go away, It also includes security relevant actions
(like the starting of a sniffer or something like that).

FeEXxtract
77

Multiple user generated errors ({# FI & 25 IR B E £ KI5 R 1T £)

They include multiple bad passwords, multiple failed logins, etc. They may
indicate an attack or may just be that a user just forgot his credentials.

Integrity checking warning (R % 52 B4 B i8)

They include messages regarding the modification of binaries or the presence of
rootkits (by rootcheck). If you just modified your system configuration you should be
fine regarding the “syscheck” messages. They may indicate a successful attack. Also
included IDS events that will be ignored (high number of repetitions).

High importancy event (55 EE 4 H4)

They include error or warning messages from the system, kernel, etc. They may
indicate an attack against a specific application.

Unusual error (high importance) (2% $Eax B14°)

Most of the times it matches a common attack pattern.

Most of the times done with correlation and it indicates an attack.

No chances of false positives. Immediate
attention is necessary.
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NIST

National Institute of
Standards and Technology
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TSC

The Smarter Choice.
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