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— Ultra-Reliable Low Latency

Enhanced Mobile Communications
Broadband
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Cybersecurity Framework Version 1.1

e |OT asset e Context-aware
discovery & network
inventory segmentation to

reduce attack

e 0T risk exposure surface

and security
posture
assessment

e Zero-trust Policy
for loT

e ACLstoonly
permit trusted
behaviors

i

e Behavioral
baselining and
anomaly detection
for loT

e 0T Vulnerabilities

e Real-time loT
enforcement
using network
security controls

e Quarantine
deviant loT asset

e Integration with
XSOAR, NAC and
ticketing systems

(E37]

e Recommendation
s on available
patches for CVEs,
OS/Firmware
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FZFE : miZ 2 1oT Security Machine Learning: Personality & Context

App-ID: Enhanced Patented 3-Tier Model
application logs

* :\SA% gddress Tier 1 = Device Type Device &
. , e |P address . :
Firewall traffic logs Y e— Generic Device Category Threat Detection

LOG e Threat ID Tier 2 = Vendor & Model
DATA e HTTP/2 Manufacturer Information e Device Identity Automated ZeI-'O
e App Header (50+ attr) Trust based Policy

DNS Traffic :App payloads Tier 3= Devicg Instance ° Behav?oural Baseline Recommendations
Unigue Personality & Context e Behavioral

o.. L . Anomalies

e Risk Assessment
Threat Logs >
@I—

e Threat Detection

Customer 1 Customer 2 Customer ...

Machine learning
+

Crowdsourced data
+

App-ID/Deep Packet Inspection (DPI)
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Threats

Exploits | Malware

Abnormal connections
between loTs

Malicious files on devices
Connections to risky website
Abnormal traffic between
devices

Personal device connecting
to a large no. of devices

s

Vulnerability

CVES

Default passwords

End of Life OS/Apps/Devices
Obsolete protocols
Cloud/network connections
CVE tracking

LZRE : R EkH] Comprehensive Risk Framework and Assessment

Context

Static | Dynamic

Misconfiguration

Unusual software
Patch-level
Apps-Name/version

Internal/ external connection
type and frequency
Unexpected amount of data
transmission

Device behavior anomalies
Manufacturer specifications

Leverages ML

rowdsourced Telemetry, Unit 42 Threat Research
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Palo Alto Networks Unit 42 10T Threat Report Findings

Why are IoT the Ideal Entry Point ?
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Standards and Technology
U.S. Department of Commerce

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

CASE STUDIES IN CYBER SUPPLY CHAIN
RISK MANAGEMENT

Observations from Industry

White Paper

Palo Alto Networks, Inc.
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GSMA 5G/4G GTP-U 224555 FS.37
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2 MWC

BECOME A SPEAKER BECOME A SPONSOR ATTEND DISCOVER MWC Q

HOME < AGENDA < GENERATE NEW REVENUE STREAMS WITH 5G ENTERPRISE CYBERSECURITY AND SASE

GENERATE NEW REVENUE STREAMS WITH 5G
ENTERPRISE CYBERSECURITY AND SASE

Running | Location Share
Monday, 28 June: 10:30 - 11:30 CEST My MWC Online, Hall Virtual v m Share f
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5G is here. Are you prepared to
drive the transformation?
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